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1
Decision/action requested

This contribution proposes a new Key issue on security of authorization during edge relocation.
2
References

[1]
3GPP TR 33.866: " Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2". 
[2]
3GPP TS 24.501 
"Non-Access-Stratum (NAS) protocol
 for 5G System (5GS)Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC "
3
Rationale

One of the objective of this SID to detect the cyber-attack, identify the parameters which the UE will report to identify and mitigate the cyber-attack. One kind of yber attack will installation of fake base station and deny the services to the users by keeping the UE on the cell by transmitting signal with high power. If the UE detects such cell e.g. network authentication failed at the UE. Then the UE shall report this kind of cell to a network entity (e.g. NWDAF) so that they will analyse the data sent by the UE and identify the fake base station and mitigate it.
Objective

The aim of this study item is to study the security aspects of enablers for network automation for the 5G system developed by SA2 and identified by SA3, based on the outcome of their study in TR 23.700-91. More specifically, this study item will identify security issues and requirements and provide corresponding security solutions related to the following scenarios:

-
UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, accessibility aspects and user consent requirements.

-
Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours;
-
Protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances.

4
Detailed proposal

It is proposed to approve the following key issue.
*************** Start of the changes ****************

5.X
Key Issue X: Reporting of fake base station to a network entity.
5.X.1
Key issue details 
One of the objective of this SID to detect the cyber-attack, identify the parameters which the UE will report to identify and mitigate the cyber-attack. One kind of yber attack will installation of fake base station and deny the services to the users by keeping the UE on the cell by transmitting signal with high power. When a network initiates authentication procedure and the authentication procedure fails at the UE then the UE will determine that the network or cell might be a fake network or network involved in cyber attack. In this case the UE should report the incident with parameters related to the network to the legitimate network (the network where the UE registers successfully). The legitimate network may analyse the data sent by the UE to determine the root cause of authentication failure and hence identify and mitigate the network generating cyber attack.
5.X.2
Security threats

The UEs at the location will keep camped on the fake station and the fake station will deny the service to the user(s). 
5.X.3
Potential security requirements 
Reporting of the incidence when the authentication procedure fails at the UE. Identifying and sending parameters related to the network or authentication procedure where the authentication procedure failed.
*************** End of the changes ****************

